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1
Decision/action requested

This pCR proposes a key issue for study item on KDF negotiation for 5G system security
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Rationale

The study items on KDF negotiation for 5G system security (FS_5GS_KDF) (Rel-16) was approved in SA plenary#81 [2]. This pCR proposes a key issue for this study item in the aspect related to highlighting the requirement for a UE capability based KDF negotiation and selection by the core network.
4
Detailed proposal

***** Start of Change *****
5.X
Key Issue #X:  Need for UE capability based KDF negotiation 
5.X.1
Key issue details
The 5GS is expected to provide services for a wide variety of devices ranging from sensors, wearable, smart phones, tablets, automototives, heavy machiners in smart industry etc. These devices can have varying computational capability, services requirements and security requirements. The KDFs that needs higher computational requirements can be implemented only in the devices which have higher computational capability. But such KDFs cannot be implemented in the resource constrained devices.  In such sceanrio, a KDF negotiation initiated by the network without knowing the end device KDF capability will end up in registration or authentication failure.
5.X.2
Security threats
Irrespective of the authentication methods used in the 5GS, a KDF negotiation in 5GS needs to take into account the KDF capability of the UE. A KDF negotiation which does not consider the UE KDF capability while selecting a single KDF or a set of preferred KDF list will always end up in a KDF or KDF list which may not be supported by the UE. In this case, the KDF negotiation may end up in an authentication failure or service failure when the UE has no alternate KDF or involves additional round trip of message exchanges between UE and the network for KDF re-negotiation (which is an overhead).
5.X.3
Potential security requirements
1. The 5GS shall have a mechanism to negotiate and select a KDF supported by the UE. 

2. The UE shall provide its KDF capability to the network to support KDF negotiation.
***** End of Change *****
